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Introduction

Digital images are widely used in modern society, and protecting
images that contain confidential information becomes necessary.
Images encryption by using secret sharing scheme is an 1ideal way for

protecting images.

In this project, we implement Shamir’s Secret Sharing Scheme over
finite field F,m = GF(2™),8 < m < 64, and build a web application

for image and text sharing.

Shamir’s Secret Sharing

scheme

* Introduced by Adi Shamir (1979)

o Isa (t,n)-Threshold Scheme
* n participants hold shares
partitioned from the secret S.

* Recoverability: any t shares can
recover the secret S completely.
* Secrecy: any t — 1 or less shares

cannot recover the secret S.

What is Finite
Field?

The finite field (or, Galois
field) can be regarded as a set
of numbers where arithmetic
operations of addition,
subtraction, multiplication,
and division (multiplicative
inverse) can be carried out
without error.

Methodology

Secret Reconstruction

To partition the secret S, let S = ay and we
pick random aq, ..., aj_4 from [F,m to form
f(x) =S +ax+ax?+ -+ a_(x* 1
and shares (x;,S; = f(x;)) can be obtained.
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Why Finite Field?
Finite field 1s a very
important concept in
computer security, and
it 1s related most of the
cryptography methods.
Because the calculation
in finite field makes no
error, this property
makes it ideal for
cryptography since
cryptography requires
no error.




Secret Reconstruction Image Partition
Given (x;, S;) to reconstruct the secret S, Flow Chart

we only need to solve the previous / Input image /
matrix. But the calculation of matrix mecret

inverse in finite field F,m is difficult,
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Example For Image Sharing
Choosen =3,k =2
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Technical Challenge

Problem - Heavy Computational Cost
Secret partition: O (nk) finite field arithmetic operations
Secret reconstruction: 0 (k?) finite field arithmetic operations

Solution - Lookup Table Method

The results for finite field multiplication and multiplicative inverse
are stored in advance, the it only take O (1) time to obtain the result.
The heavy computation cost are eliminated.
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From the result, we can find that the Lookup Table method increase
the speed for image sharing dramatically.

Example For Application
Text Sharing Interface
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